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Abstract: Message authentication is one of the most effective ways to thwart unauthorized and corrupted messages 

from being forwarded in wireless networks. For this reason, many message authentication schemes have been 

developed, based on either symmetric-key cryptosystems or public-key cryptosystems. Most of them, however, have 

the limitations of high computational and communication overhead in addition to lack of scalability and resilience to 

node compromise attacks. To address these issues, a polynomial-based scheme was recently introduced. However, this 

scheme and its extensions all have the weakness of a built-in threshold determined by the degree of the polynomial 

when the number of messages transmitted is larger than this threshold, the adversary can fully recover the polynomial. 
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I. INTRODUCTION  

Message authentication plays a key role in thwarting 

unauthorized and corrupted messages from being 

forwarded in networks to save the precious sensor energy. 

For this reason, many authentication schemes have been 

proposed in literature to provide message authenticity and 

integrity verification for wireless sensor networks (WSNs) 

[1]–[5]. These schemes can largely be divided into two 

categories: public-key based approaches and symmetric-

key based approaches. The symmetric-key based approach 

requires complex key management, lacks of scalability, 

and is not resilient to large numbers of node compromise 

attacks since the message sender and the receiver have to 

share a secret key. The shared key is used by the sender to 

generate a message authentication code (MAC) for each 

transmitted message. However, for this method, the 

authenticity and integrity of the message can only be 

verified by the node with the shared secret key, which is 

generally shared by a group of sensor nodes. An intruder 

can compromise the key by capturing a single sensor node. 

In addition, this method does not work in multicast 

networks. 
 

To solve the scalability problem, a secret polynomial 

based message authentication scheme was introduced in 

[3]. The idea of this scheme is like a threshold secret 

sharing, where the threshold is calculated by the degree of 

the polynomial. This approach offers information-theoretic 

security of the shared secret key when the number of 

messages transmitted is less than the threshold. The 

intermediate nodes verify the authenticity of the message 

through a polynomial evaluation. However, when the 

number of messages transmitted is larger than the 

threshold, the polynomial can be fully recovered and the 

system is completely broken. Key distribution is a central 

problem in cryptographic systems, and is a major 

component of the security subsystem of distributed 

systems, communication systems, and data networks.  

 

 

The increase in bandwidth, size, usage, and applications of 

such systems is likely to pose new challenges and to 

require novel ideas. A growing application area in 

networking is ―conferencing‖ a group of entities (or 

network locations) collaborate privately in an interactive 

procedure (such as: board meeting, scientific discussion, a 

task-force, a classroom, or a bulletin-board). In this work 

we consider perfectly-secure key distribution for 

conferences. (Note that key distribution for two-party 

communication (session keys) is a special case of 

Conferences of size two). If users of a group (a 

conference) wish to communicate in a network using 

symmetric encryption, they must share a common key. A 

key distribution scheme (denoted KDS for short) is a 

method to distribute initial private pieces of information 

among a set of users, such that each group of a given size 

(or up to a given size) can compute a common key for 

secure conference. This information is generated and 

distributed by a trusted server which is active only at the 

distribution phase. 

II. LITERATURE REVIEW 

Wireless sensor networks (WSNs) consist of hundreds or 

even thousands of small devices each with sensing, 

processing, and communication capabilities to monitor the 

real-world environment and are used in a variety of 

applications such as military sensing and tracking, 

environmental monitoring, disaster management, etc. But 

when WSN is deployed in open, unmonitored, hostile 

environment, or operated on unattended mode sensor 

nodes will be exposed to the risk of being captured by an 

active attacker  
 

Types of attacks that happen in wireless sensor networks 

are:  

Passive attacks: Through passive attacks, the adversaries 

could eavesdrop on messages transmitted in the network 
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and perform traffic analysis.  
 

Active attacks: Active attacks can only be launched from 
the compromised sensor nodes. Once the sensor nodes are 
compromised, the adversaries will obtain all the 
information stored in the compromised nodes, including 
the security parameters of the compromised nodes. The 
adversaries can modify the contents of the messages, and 
inject their own messages. 

III. PROPOSED METHOD 

Message authentication: The message receiver should be 
able to verify whether a received message is sent by the 
node that is claimed. 

Message integrity: The message receiver should be able 
to verify whether the message has been en-route by the 
adversaries. In other words, the adversaries cannot modify 
the message content without being detected. 

Identity and location privacy: The receiver cannot 
determine the message sender’s ID and location by 
analyzing the message contents or the local traffic. 

Node compromise resilience: The scheme should be 
resilient to node compromise attacks. No matter how many 
nodes are registered, the remaining nodes can still be 
secure. 

 Efficiency: The scheme should be efficient in terms of 
both computational and communication overhead.  

IV. TERMINOLOGY 

Privacy is sometimes referred to as anonymity. 

Communication anonymity in information management 

has been discussed in a number of previous works [11], 

[12], [13], [14], [15], [16]. It generally refers to the state of 

being unidentifiable within a set of subjects. This set is 

called the AS. Sender anonymity means that a particular 

message is not linkable to any sender, and no message is 

linkable to a particular sender. 
 

We will start with the definition of the unconditionally 

secure SAMA. 
 

Definition 1 (SAMA). A SAMA consists of the following 

two algorithms: 

 Generate (m; Q1; Q2; . . .;Qn). Given a message m and 

the public keys Q1;Q2; . . .;Qn of the AS S ={A1;A2; . . 

.;An}, the actual message sender At; 1<=t<=n, produces 

an anonymous message S(m) using its own private key 

dt. 

 Verify S(m). Given a message m and an anonymous 

message S(m), which includes the public keys of all 

members in the AS, a verifier can determine whether 

S(m) is generated by a member in the AS. 
 

The security requirements for SAMA include: 

 Sender ambiguity. The probability that a verifier 

successfully determines the real sender of the 

anonymous message is exactly 1/n, where n is the total 

number of members in the AS. 

 Unforgeability. An anonymous message scheme is 

unforgettable if no adversary, given the public keys of 

all members of the AS and the anonymous messages 

m1;m2; . . .;mn adaptively chosen by the adversary, can 

produce in polynomial time a new valid anonymous 

message with non-negligible probability. 
 

In this paper, the user ID and the user public key will be 

used interchangeably without making any distinctions.  

V.   MODIFIED ELGAMAL SIGNATURE SCHEME 
 

Definition (MES): The modified ElGamal signature 

scheme [17] consists of the following three algorithms: 

Key generation algorithm. Let p be a large prime and g be 

a generator of Zp. Both p and g are made public. For a 

random private key x € Zp, the public key y is computed 

from y = g
x
 mod p. 

 

Signature algorithm: The MES can also have many 

variants [18], [19]. For the purpose of efficiency, we will 

describe the variant, called optimal scheme. To sign a 

message m, one chooses a random k € Z p-1, then computes 

the exponentiation r= g
k
 mod p and solves s from: 

 

S= rxh(m, r) + k mod (p - 1); (1) 
 

where h is a one-way hash function. The signature of 

message m is defined as the pair (r, s). 
 

Verification algorithm: The verifier checks whether the 

signature equation gs=ry
rh(m,r)

 mod p: If the equality holds 

true, then the verifier Accepts the signature, and Rejects 

otherwise. 

VI. RELATED WORK 

Message authentication is one of the most effective ways 

to prevent the corrupted and unauthorized message from 

being affected in wireless sensor network. To overcome 

this, based on their various key cryptosystems many 

message authentication scheme has been developed. Some 

of them have the limitations in addition to lack of 

scalability and resilience to node compromise attacks. The 

authors have introduced a polynomial-based scheme to 

address these issues. This scheme and its extension also 

have the weakness of a built-in threshold determined by 

the degree of the polynomial. The author’s scheme is more 

efficient than the polynomial-based approach on basis of 

both theoretical analysis and simulation results 

demonstrate. The authors provide hop-by-hop message 

authentication without the weakness of the built in 

threshold of the polynomial-based scheme. The authors 

have also discussed the possible techniques for 

compromised node identification [1]. Sensor networks are 

used for security compromises on a large scale. A 

compromised node if transferred in large quantities of 

false sensing reports which, if detected, would be passed 

on to the main target. Attack by such sensors can cause 

false alarms and the depletion of the finite amount of 

energy in a battery powered network. So the authors have 

introduced a Statistical En-route Filtering (SEF) 

mechanism that can detect and drop such false reports. It 

requires each sensing report be verified by multiple keyed 

message authentication codes (MACs), each generated by 

a node that detects the same event. SEF’s detection and 

filtering power increases with the deployment density and 

the sensor field size. The author’s analysis and simulation 
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results show that SEF can detect false reports even when 

the attacker has obtained the security keys from a number 

of compromised nodes, as long as those keys belong to a 

small number of the key pool partitions. It can filter out 

80-90% false data by a compromised node within 10 

forwarding hops [2]. Sensor networks are deployed in 

unattended environments, leaving these networks to false 

data injection attacks. In this attack an adversary injects 

false data into the network with the goal of attacking the 

base station or depleting the resources of the relaying 

nodes.  These attacks cannot be prevented by the Standard 

authentication mechanisms. In this paper, the authors have 

presented an authentication scheme to prevent these false 

data injection attack on sensor network. This scheme 

guarantees the detection of false data by the base station 

which works in the best case [3]. The authors have 

introduced a key distribution scheme for dynamic 

conferences in which an offline trusted server distributes 

the information to a set of users. Any group of users can 

compute a common security key. The authors have studied 

the application of such perfectly secure systems. In this 

setting, any group of some users can compute a common 

key by each user computing using only his private piece of 

information and the identities of the other group users. 

These keys would be secure against the coalition of the 

other users. If these users pool together their pieces then 

they cannot compute anything about a key of the previous 

users. The authors have introduced a non-interactive 

model where users compute the common key without any 

interaction. The authors have also shown some various 

applications and useful modification of their basic scheme 

[4].  
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